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Kadenpa maremaTuku, HHPOPMAITMOHHBIX CUCTEM U TEXHOJIOTHIA

AHHOTALMS

JAUCIHUITIIMHBI «QOcHosbl MH(bODMdMMOHHOﬁ bezonacrocmuy

Hanpagnenue noaroroBku 09.03.02 UuopmaImoHHBIC CUCTEMBI M TEXHOJIOTH

Hamnpasnennocts (mpoduis) _ MHPOpMAIIMOHHBIE CHCTEMBI HA TPAHCIIOPTE

YpoBeHb BhICIIETO 00pa30BaHUs OakajaBpuar
dopma o0ydeHus 3a04Has
[IpomexyTouHas aTTecTalus 3ayer

1. MecTo TUCHUNJIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOIM NPOrpaMMbl

HucuunnuHa «OcCHOBBI HMH(DOPMAIIMOHHOW OE30MaCHOCTH» OTHOCHTCA K
oOsa3aTenbHOM vacT biioka 1 y4eOHOro miaHa IO HaNpPaBJICHUIO IMOATOTOBKH
09.03.02 «ndopmanronnbie CUCTEMBI u TEXHOJIOTUM» (mpoduns
«MHpopMallMOHHBIE CUCTEMBI Ha TpPAHCIOPTE») M H3y4yaeTcs Ha 5 kypce B X
CeMecCTpe Mo 3a04HOM GopMe 00ydeHUs.

WN3yuenne  gucUMIUIMHBL ~ Oa3upyeTcss Ha  3HAHUAX,  NOJYYEHHBIX
oOyyJaroummucs pu OCBOEHUU JUCUUTLTAHBI «AZIMUHHCTPUPOBAHHE
UH(OPMAIMOHHBIX CUCTEM.

JUis u3ydeHus TUCUUIUIMHBI CTYJEHT JOJKEH BIJIAJIETh METOJAaMH pPadOThI
IOJIb30BATENsl Ha MEPCOHAIBHOM KOMIIBIOTEPE, 3HAaTh OCHOBBI 0€30MaCHOCTH NpHU
aJIMUHUCTPUPOBAHUU CUCTEM.

Hucrumuimaa  «OcHOBBI MHGOPMAIIMOHHONW 0€30MacHOCTH» HeoO0Xxoauma B
Ka4eCTBE NPEAIIECCTBYIOLIEH ISl TOArOTOBKU U 3amuThl BKP.

2. Ilnanupyemble pe3yabTaThl 00y4YeHHs MO0 JUCHUILIAHE



Konx nnaukaropa
Kox n HaumeHnoBanue [Tnanupyemble pe3ynbTaThl 00y4eHus 110
KOMIIETEHINH AOCTIDREHIA JIUCLUIUINHE
KOMIICTEHIINH

OIIK-3 CnocobeH periath OIIK-3.2 Pemenue | 3HaTh: BHIBl YIPO3bI U  OCHOBHBIC
CTaHJApTHBIE 3a/1a49H CTaHIAPTHBIX 3a7ad | TpeOOBaHUS UH(POPMALTMOHHOM
npogeccruoHaIbHON npogecCUOHAIBHON | 6€30MacHOCTH
NeSITETTIHbHOCTH HAa OCHOBE JeSTeTbHOCTH c | YMeTs: ompeneniatb BHIOB yIPO3 H
UH(POPMALIMOHHOM U YU4ETOM OCHOBHBIX | BBIOMpaTh  CHOCOOBI  3aIUTBl  OT
oubnuorpaduueckoit TpeOoBaHUM WH(POPMAITMOHHBIX yTPO3
KYJITYPBI C IPUMEHEHUEM uHpOpMalMOHHON | Bnaners: HaBBIKAMU peLeHus
UH(POPMAITMOHHO- 0e30MmacHOCTH CTaHJAPTHBIX 3aJa4 MPOPECCHOHATHHON
KOMMYHHKAIIHOHHBIX NESATeIbHOCTH € Y4YETOM  OCHOBHBIX
TEXHOJIOTHI U C y4ETOM TpeOoBaHUil UH(POPMALTMOHHOM
OCHOBHBIX TPeOOBaHUI 6e30macHOCTH
UH(POPMALTMOHHOM
0e30MacHOCTH

3. O0beM IMCHUIIMHBI IO BUAAM Y4eOHbIX 3aHATHIA

OObeM OUCHHUIIIAHBL COCTaBISAET 2 3a4ETHBIX €QUHHI], BCEro 72 daca, W3
KOTOPBIX MO 3a04HOM 12 4acoB COCTaBJISIET KOHTAKTHasi paboTa 0oOy4aromerocs c
npenojaaBaresieM (8 4acoB — 3aHATHUS JIEKIIMOHHOTO THUMa, 4 yaca — JabopaTopHbIE
paboThI).

4. OCHOBHOE COAepKaHUE TUCHUILITHHBI

[Tonarue "undopmanuonnas Oe3omnacHocTh". IIpoGiema wuHbOpPMAIMOHHON
6e3onacHoctu obmecTa. OnpeaeneHue NoHATUs "uHpopMaImonHas 0€301macHOCTh".
CocraBnsitomue uHGOpPMAIMOHHONW Oe3omacHOCTH. JlOCTYMHOCTh  HH(pOPMAIIHH.
[lenoctnocts  uHbopmaruu. KonduaennumanbHocts uHpopmanuu. Cucrema

dbopMupoBaHUs pexuma uH(pOpMAITMOHHOM 0€301aCHOCTH. 3anauun
nH(pOpPMAITMOHHONW 0€30MacHOCTH OO0IIecTBa. YPOBHU (OPMHUPOBAHUS PEKHUMA
nH(OPMAITMOHHON 0€30MacHOCTH. HopmatuBHO-1IpaBOBBIE OCHOBBI

uHpopMarmonHoit 6e3omacHoctn B P®. IIpaBoBble OCHOBBI HH(GOPMALMOHHON
oe3ommacHoct oO1iecTtBa. OCHOBHBIE IMMOJOKEHUS BaXXKHEUIINX 3aKOHOJATEIHLHBIX
aktoB P® B oOnactu mHGOpMAIIMOHHONW OE€30MaCHOCTH M 3alUThl UH(POPMALIMH.
OTBETCTBEHHOCTh 3a HapylieHus B cdepe HHPOPMAIMOHHONW OE30MacHOCTH.
Crangaptel MHPOpMalMOHHON Oe3onacHocTH: "OOmwme kputepun". TpebGoBanus
Oe3omacHOCTH K HMH(POPMAIMOHHBIM cucTeMaM. MexaHnu3mbl 0€30M1aCHOCTH.
AMUHUCTpUpPOBaHUE CpeacTB Oe3omacHOCTH. CraHaapThl HMH(YOPMAIMOHHOM
oe3onacHocTd B PO. AqMUHHMCTpaTUBHBINA YPOBEHb 0OecriedeH sl NH(OPMaLMOHHON
oe3omacHocTu.  Pa3paGoTka  monuTuku — WH(DOpPMAIMOHHOW  OE30MacCHOCTH.
Knaccudukamus yrpoz "undopmanmonHoi 6e3omacHoctu". Kimaccel  yrpos
uH(OPMAITMOHHON O€30MTaCHOCTH.

Bupycel kak yrposza wuH(opmManumoHHOM Oe3omacHocTu. KommbroTepHbie
BUPYCHl U HMH(OpPMAaMOHHAs 0€30MacHOCTh. XapaKTepHbIE YEepPThl KOMIBIOTEPHBIX
BHUPYCOB. Knaccuduxanus KOMITBIOTEPHBIX BUPYCOB. Knaccudukanus
KOMITBIOTEPHBIX BHUPYCOB 1O cpene obutanus. Kiaccudukanus KOMIBIOTEPHBIX
BUPYCOB MO OCOOECHHOCTSAM anroputMa padoTel. Knaccudpukanuss KOMIbIOTEPHBIX
BUPYCOB MO JECTPYKTHUBHBIE BO3MOXKHOCTAM. XapaKTEpPUCTHKA "BUPYCONOTO00HBIX"
MIPOTPAMM. Bupr "BUPYCONOA00HBIX" MIPOTPaAMM. XapakTepucTuka



"BUpyconooOHbIX" mporpaMM. AHTUBUPYCHbIE NporpaMMbl. OcoOEHHOCTH pabOThI
aHTUBUPYCHBIX Tporpamm. Kimaccudukanuss aHTHBUPYCHBIX mporpamMm. DakTopwl,
ONpeaesoIe KayecTBO AHTUBUPYCHBIX IPOrpPaMM. [TpodmmakTuka
KOMITBIOTEPHBIX BHPYCOB. XapaKTEpUCTUKA IIyT€l MNPOHUKHOBEHHUS BHPYCOB B
KoMIibtoTepbl. [lpaBuna 3ammTbl OT KOMIBIOTEPHBIX BHUpPYCOB. OOHapykeHHe
Heu3BecTHOro Bupyca. OOHapyxeHue 3arpy3odyHoro Bupyca. OOHapyxeHue
pesuaeHTHOrOo  BHUpyca. OOHapyxkeHue  MakpoBupyca. OOmwmil  aaroputm
oOHapyxxenust Bupyca. CChUIKM Ha JOTOJHUTEIbHBIE MaTepuaybl (I€YaTHbIE U
AIIEKTPOHHBIE PECYPCHI).

OcobenHnocTn obecrieueHus uH(pOpMaITMOHHOM 0e30macHOCTH B
KOMITBIOTEpHBIX ~ ceTsix. (OcobeHHocTH  MHPOPMANMOHHOW  0€30MacHOCTH B
KOMIBIOTEpHBIX ceTsaX. Crnenuduka CpeAcTB 3allUThl B KOMIIBIOTEPHBIX CETSX.
CereBble MoAenu nepegayd JaHHbIX. [loHSATHE NOpOTOKONA Mepenayu JaHHBIX.
[lpuHIMTIBI =~ OpraHM3alMu  OOMEHAa JAaHHBIMH B  BBIYUCIUTEIBHBIX  CETSX.
Tpaacnoptaenii nporokon TCP u momens TCP/IP. Mogens B3auMoaeicTBUS
oTkpbIThIX cucteM OSI/ISO. CpaBHeHHE CETEBBIX MOJENEH TMepenavy TaHHBIX
TCP/IP u OSI/ISO. Xapakrtepuctuka ypoBHei moaemu OSI/ISO. Anpecarus B
rinobanbHbix ceTtax. OcHoBbl [P-mpoTokona. Kiaccel anpecoB BBIYMCIUTENIBHBIX
ceteii. Cucrema nomMeHHbIX uMeH. Kiaccupukauus yJoajaeHHBIX yrpo3 B
BBIYHMCIIUTENBHBIX ceTsX. Kiacchl yjaneHHbIX yIpo3 U UX XapaKTepucTuka. TUnoBbie
yVAQJICHHBIE aTakKl M HMX XapaKTEpUCTHUKA. Y JAJICHHAs aTaka 'aHajdu3 CETEBOro
Tpaduka". YajneHHas aTaka "moJMEHa JIOBEPEHHOro OOBeKkTa". YalmeHHas araka
"moxxHBIM 00BEKT". VYpaneHHas araka "oTkaz B oOchmyxuBaHuH'". [IpuUduHBI
YCIEHIHON pealn3ally YJAJCHHBIX YIrpo3 B BBIYUCIUTEIBHBIX ceTsaX. [IpuunHbl
YCIEUIHON peanu3alu yIaJEeHHbIX YIrpo3 B BBIUHUCIUTENBHBIX CeTAX. [IpuHUHUIBI
3alllUThl  PACHPEACIICHHBIX BBIYMCIHUTENbHBIX ceTed. [IpuHIUMOBI MOCTpoeHUs
3aIUIIEHHBIX BHIYUCITUTEIBHBIX CETEH.

WNupopmanmonHast 0€e301acHOCTb npu UCII0JIb30BaHUU Internet.
Unentudukanus u ayreHTudukanus. OnpeneneHrne MOHATAN "uaeHTHGUKAIUSL" |
"ayTeHTUGUKaM". MexaHu3M uaeHTU(UKanus U ayTeHTU(PUKALKS TOJIb30BaTeleH.
Kpunrorpaduss u wmmdpoanue. Crpykrypa Kpunrtocuctemsl. Kiaccudukanms
cucteM MmudpoBaHus JaHHbIX. CHUMMETPUYHBIE W ACUMMETPUYHBIE METOJIbI
mudpoBaHus. MeXaHU3M  JJIEKTPOHHOM  mudpoBod  moamucH.  MeTozsl
pasrpaHuueHre JocTyna. MeToapl pasrpaHHyYeHHs JocTyna. ManaaTHoe H
JUCKPETHOE yHOpaBieHUE JAocTynoM. Peructpanus u ayaut. OmnpeneiieHHe U
coJiepKaHUE PETUCTPAIIUU U ayIuTa HH(HOPMAIIMOHHBIX CUCTEM. DTallbl PErUCTPALIUH
U METOAbl ayauTa CcOOBITHM  WHMOPMAIMOHHOW  CHCTEMBL. MexceTeBoe
skpaHupoBanue. Kiaccudukamus  MEXKCETEBBIX  JKpaHOB.  XapaKTEPUCTUKA
MEKCETEBBIX IKpaHOB. TexHonorus BUpTyadbHbIX YacTHbIX ceTei (VPN). CymHocTh
U COJIEpKAHUE TEXHOJOTHH BUPTYaIbHBIX YacTHBIX ceTed. [lonsTue "TyHHens" npu
nepenaye JaHHBIX B ceTsaX. bezonacHocTh onepannoHHbIX cucteM. bezonacsocts OC
Windows 10.

CocraBuTtenb: K.3.H., JoeHT CxkpunHukoB O.A.

3aB. kadeapoii: K.d.-M. H., gouieHT YepHsena C. H.
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